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Understanding the
Size of the Problem

Around 50 million metric tons (50 billion kg) of e-waste is generated globally
every year. To put that into perspective, that's the same weight as all
commercial aircraft ever built. Millions of these devices are perfectly usable
or have harvestable components—yet they still end up in landfills.

Furthermore, the expense enterprises face for destroying and repurchasing
new |T assets is significant. Typically, devices are used for around three years.
The money (and e-waste) soon stacks up.
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Making Plans from Pledges

A recent COP26 article by McKinsey stated that net-zero commitments are
now the norm: "It is clear that the climate commitments launched in Glasgow will
reshape the agenda for global business.”

However, it also commented that, "Relatively few businesses have yet to make
clear, detailed plans for how they will achieve net zero. That must be what leaders
focus on now; investors and regulators expect them to do so.”

Recognizing the inevitable—Iegislation enforcing more sustainable practices
across the world—the article stated, "Companies can gain advantage from
translating net-zero pledges into net-zero plans.” Rishi Sunak, UK Chancellor of
the Exchequer, has already said the Treasury will require UK-listed companies to
release their net-zero plans by 2023. As such, it's fair to assume, it's only a matter
of time before other regulators follow suit.


https://www.mckinsey.com/business-functions/sustainability/our-insights/cop26-made-net-zero-a-core-principle-for-business-heres-how-leaders-can-act

Supporting the Circular Economy

Blancco is endeavoring to be part of the solution. In 2027 alone, 54 million

assets were securely erased with our market-leading software. As a
result, we stopped 68,200 metric tons (68.2 million kg) of e-waste from
going to landfill, enabling devices to be securely redeployed, sold, or
donated. It's our ambition to help our customers meet their sustainability
objectives. Our innovative technology gives businesses the confidence to
embrace an “erase, reuse, repeat” mentality.

Leading by Example: Unlock the Latent Value
of Your Devices

Just by reading this eBook, you're laying the groundwork for positive
change. Understandably, before you revise your enterprise’s ESG policy,
you'll want peace of mind that it's the right decision. Your ESG goals are
one thing, but security and compliance cannot be compromised. Likewise,
to iImplement this significant change, you need to alleviate all of your policy
stakeholders’ concerns.

This resource is designed to do just that—and help you take action—so
you can harness the real value of your |T assets.
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“As the industry standard in data erasure,
responsible consumption is woven into the
fabric of Blancco. We are proud to promote
the sustainable benefits of our solutions in
reducing unnecessary e-waste and endorsing
the circular economy.”

1 2 RESPONSIBLE
CONSUMPTION
AND PRODUCTION

@) Matt Jones, CEO at Blancco



https://www.blancco.com/wp-content/uploads/2021/10/blancco-ESG-report-2021.pdf
https://www.blancco.com/wp-content/uploads/2021/10/blancco-ESG-report-2021.pdf

Consciously Moving Away
from Physical Destruction

As part of their sustainability efforts, many astute organizations are
already moving away from physical destruction. They're realizing the
benefits of secure, remote data erasure methods— enabling their
businesses to reuse IT assets and support the circular economy.

When it comes to reviewing your data sanitization policy and
processes, it's important to consider the security, compliance, and
resource implications of any changes, while also understanding the
vulnerabilities of your existing solution.
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Security

Mitigate the Risks of Remote Working

Due to the pandemic, remote working became commonplace almost overnight.
Businesses had to drastically rethink operations, at pace. Now that remote

(or hybrid) working is likely to stay, C-suites need to reassess the risk of data
breaches. What extra processes and precautions should be implemented to
account for a dispersed workforce?

The physical destruction method has become far more complex as the chain
of custody risk is now amplified. IT assets can't leave organizational control
with data on them. Before handing devices over to a third party—for reuse,
resale, or destruction—they must be sanitized. When your employees were all
office-based, this was simpler. Now, devices need to be erased securely and
irreversibly, remotely. Fortunately, with software sanitization solutions from
Blancco, retiring devices—either due to hardware redundancy or employee
turnover—is an efficient and straightforward process.
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Verify Every Erasure

To be 100 percent confident that no sensitive, end-of-life data is left on devices,
certification and verification is critical. In a recent Blancco study, we analyzed 159
eBay-purchased drives to see if any data was recoverable. Incredibly, we found
data on 66 of the devices—25 with Personally |[dentifiable Information (PIl) such
as photos, birth certificates, names, email addresses, and more. Essentially, the
study showed that despite every seller insisting that data sanitization had been

performed, some common data destruction methods don't achieve complete and
permanent data removal.

Blancco Secure Data Erasure allows you to choose from 25+ erasure standards
and ensures all your end-of-life data is removed without a trace. Suitable for even

the strictest of policies, once sanitization is complete, you can choose to verity that
100 percent of the drive has been erased.
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No IT assets can leave organizational control
with data on them, so devices need to be erased
securely and irreversibly, and now, remotely.




Compliance

Question Your Existing Policy

Chances are, any data sanitization bad habits that your enterprise has are
embedded within your ESG or IT asset management policies. Of course, policy
updates are notoriously tricky to push through. With lots of different stakeholders
to appease, multiple rounds of review, and complex approval processes, it's no
wonder that some enterprises find themselves following a 10-year-old data
sanitization policy. Unfortunately, the knock-on effect is that employees are
going by the book, but it's the wrong book. This could be exposing your business
to potential security risks, regulatory compliance failures, and penalties.

To keep up with regulations and adjusted laws, it's crucial you adjust your
policies, processes, and tech solutions to ensure you comply. By anchoring your
updates to globally adopted guidelines such as NIST SP 800-88R1, you'll find
this process significantly smoother.

A system admin can start the erasure, follow
its progress, and receive a digitally certified,
tamper-proof certificate to document device
IDs, the erasure standard used, and results.
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Optimize Audit Efficiency

Establishing a clear audit trail for physical destruction can be quite challenging.
From collection and transportation, right through to shredding, sorting, and
separation, detailing every step accurately—for every sanitized device—isn't
always straightforward (or efficient).

With the Blancco Secure Data Erasure app, you can process on-demand or
automatic sanitization of assets directly from your ServiceNow environment.

A system admin can start the erasure, follow its progress, and receive a
digitally certified, tamper-proof certificate to document device IDs, the erasure
standard used, and results. You'll always be ready for external audits as all

your certificates—proving you're following regulations—will be automatically
organized and filed within a central location.




Efficiency

Take (or Delegate) Ownership

In 2019, we conducted a study which found that only 24 percent of end-
of-life equipment was being sanitized and reused, despite 83 percent of
businesses having a CSR policy in place.

We revisited this issue in late 2020 with independent research company
Coleman Parkes. Considering device management practices in light

of the COVID-19 pandemic, along with shifting work patterns, the

survey identified that e-waste initiatives often struggle due to a lack of
ownership, both in policy communication and in policy implementation and
compliance.

Interestingly, it also revealed that 47 percent of respondents had created
roles dedicated to implementing and ensuring compliance of e-waste
policies—demonstrating increased focus on supporting CSR programs.

By following this trend and appointing someone to execute and enforce
sustainability and e-waste policy updates across the business, you'll be
ensuring that positive changes are implemented sooner.

@0e °
9 eee blancco servicenow.




Streamline Sanitization—Stop Stockpiling

Anything pushed to one side can easily be forgotten. When you're doing
this with used assets that are storing sensitive end-of-life data, you're
bringing unnecessary risk to your business. With the move to more
sustainable, efficient, and remotely executed sanitization solutions, the
need for stockpiling dissipates.

When physical destruction methods are often outsourced, easily
integrated software solutions like Blancco Secure Data Erasure enable
your business to take control of the whole process in-house. Plus, with our
continued commitment to R&D, we're able to offer intuitive automation—
removing many of the manual steps associated with data sanitization and
making the whole process quick and easy.
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E-waste initiatives struggle due to a lack of
owhnership, both in policy communication and
in policy implementation and compliance.




Sustainability

Can't Reuse? Donate or Sell

To achieve your ESG goals, it's important to make the distinction between
end-of-life data and non-functional, end-of-life hardware. It your enterprise
depends on certain technical capabilities for security purposes or employee
productivity, then perhaps you will need regular hardware upgrades—»but reuse
should always be considered first.

When an IT asset no longer meets your needs, there's still a better next step for
it. Whether you want to resell your used devices or you're willing to donate them

to support those less fortunate, after an irreversible erasure with Blancco, you
can do this with complete confidence.

To achieve your ESG goals, it's important to
make the distinction between end-of-life data
and non-functional, end-of-life hardware.
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No Longer Functioning? Recycle Responsibly

Later on in your devices' lifecycles, there will inevitably be a time when they
aren't fully functional. At this stage, physical destruction may seem like the only
option. But with a little research, you'll find respectable, environmentally friendly
recyclers. Whenever possible, they will harvest your devices for parts that are
still usable, erasing data as needed. When that isn't viable, they will process them
properly, destroying them, responsibly. The crucial thing to note here is you need
to ensure the organization supports environmental mandates and follows the
appropriate disposal methods. Otherwise, you run the risk of contributing to air,
water, and soil pollution, particularly in the world's poorest countries.



https://www.blancco.com/case-study/cs-large-philippine-conglomerate-donates-servers-and-pcs-confidently-while-ensuring-privacy-compliance/
https://www.blancco.com/case-study/cs-large-philippine-conglomerate-donates-servers-and-pcs-confidently-while-ensuring-privacy-compliance/

Implement Blancco Software

Getting set up with Blancco is straightforward for both ServiceNow and other ITSM users. Harness the power of our Intelligent Business Routing (IBR) and accelerate
your business processes with custom, intuitive automations. Simply follow the steps below to start unlocking the value of your used IT assets.

For ServiceNow Users:

1 Get the Blancco Secure Data Erasure app.

Deploy the Blancco Agent for Blancco Drive Eraser package to your managed
2 machines. The app will automatically link the machines that have the agent
deployed with their corresponding asset in the ServiceNow asset table.

Select an asset and request a complete remote erasure through the app
or through ServiceNow Flow Designer. No user interaction is necessary.

Blancco Cloud to guarantee process efficiency.

Once completed, the erasure report will be uploaded automatically to

4 The erasure will follow your selected IBR workflow configuration on the
5 both the Blancco Cloud and your ServiceNow Instance.
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For Other ITSM Users:

Configure and create a Blancco Prelnstall MSI package for
Blancco Drive Eraser.

Deploy the MSI package on your managed machines.

Start the erasure either by double-clicking the package or through
a remote script such as PowerShell or SSH.

The erasure will follow your selected IBR workflow configuration on
the Blancco Cloud to guarantee process efficiency.

Once completed, the erasure report will be uploaded automatically
to the Blancco Cloud. The report data can also be imported via API
into any ITSM.


https://store.servicenow.com/sn_appstore_store.do#!/store/application/0e7cd8561b4224108ae762007e4bcbd2/2.0.0?referer=%2Fstore%2Fsearch%3Flistingtype%3Dallintegrations%25253Bancillary_app%25253Bcertified_apps%25253Bcontent%25253Bindustry_solution%25253Boem%25253Butility%25253Btemplate%26q%3Dblancco&sl=sh

Why Choose Blancco?

As the worldwide market leader of software-based data erasure solutions and a certified
ServiceNow partner, we're proud to say we've sanitized more than 300 million devices
over the past 25 years. With 38 patented or patent-pending ideas (and counting), we
continue to invest in R&D to support enterprises’ ever-evolving needs.
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Trust Blancco to Eradicate Your End-of-Life
Data—Sustainably

Add your chosen Blancco software solution to your ITSM environment and start
supporting the circular economy today. Request your free enterprise trial now.

Try Blancco
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https://www.blancco.com/demo/free-trial-request-enterprise/?utm_source=pdf&utm_medium=ebook&utm_content=erase-reuse-repeat-free-trial-link&utm_campaign=servicenow
https://www.blancco.com/demo/free-trial-request-enterprise/?utm_source=pdf-abm&utm_medium=ebook&utm_content=erase-reuse-repeat-free-trial-link&utm_campaign=servicenow
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